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2 Factor Authentication

Strengthen your online security with 2 Factor Authentication (2FA).

With increasing phishing and ransomware attacks, it is crucial to have an added layer of
security. 2FA is a recommended security measure that can prevent hacking attempts. Since

the second factor depends on something that belongs to you, such as your phone or a
fingerprint, it makes it difficult for hackers to gain access to your account. By implementing

2FA, you can have greater peace of mind knowing that your accounts are more secure.

We urge you to take this matter seriously and implement 2FA on all accounts for which your
school is responsible. Please ask your engineer if you're unsure how to do this.

To ensure the safety of your accounts, it is important to be extra vigilant when viewing
emails too. There have been attacks on schools using seemingly harmless emails. Please

remind all staff to think before they click –

Verify the email sender's address. If it does not look familiar, do not click.

Hover over any links before clicking. This can help identify suspicious links that can
direct you to a harmful site.

When in doubt, ask. Be cautious and stay safe!
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